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Mame of signdiany:
Title of sigratory:

L Toukd Crgrati , certify that | am an cfficer of _Sroadsmast orida, Ine
{tha company ramed abwu htrrFm refemed oEs "he

B R S i R S adi

| mmpﬁﬂy Yy, and acting as an agent af the cormpany. that | have personal

krowledge thal the company has ostablished apﬁrahr*g orocodures that are
sdsquate lo ensure complinics with the Commission's CPN! rules. See 47

CCF.R. B 84.2001 of sen., which is & subpart o implement gection 222 of the
-l‘iﬁmmunirzﬁi:uns Act of "1934 EE smended, 47 U. E 5. 222,

¥

5

Aftached to this certification is an ?mepawrmq siaterment explaining how the
company’s procedures onsure that the company is in complizrces with the

requirements sot forth In section 54,2001 of seq. of the Comimissinon’s nules. See.

atiached scoompanying statemert for delails.

The company has not had to taken any actions i the form of proceedings
instituied or petitons Hed by a company &t sither sigio commissinns, the cour
a«,ysmm or at the Camwwmn axﬁamt f‘i %:a F:}mk.ers £ qamst ity the p-a..at year.

£ COMpEny undﬂrsfamﬁ that it must mopor an BNy information that i has with
respe:*‘% by the procosses g:ar-aammem are using 1o atlempt to sccess GPNL and

- what steps the company 2-taking fo provtect { F‘"N

MNote, the company recognizes "pretexting” #5 "“the process in which personal
infermation is oblained by fraudulent means including identity theft, seiling
personal data for profit, or using some gther method for snooping For
information whose release was 1ot autharized by the owner of the

information. See attachad ac:mmpammg statement for defails on how the

applicant guards CPM data against pretexting.
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The company has not received any customer compiaints in the past

year concaming the unsuthorized release of PN and the company has
received § number of customer complaints received related to unauthorized
accass to CPNG, or unauthorized disclosure of CPNL. broker dowe by calegory or
eormpfaint 2s follows: o

{1} lmstznces of improper access by employaes: § complaints

{2y Instances of improper discdosure o individusls not suthorized to

receive the informabon: ¢ Complaints
135 iostances of | improper access to online information by Individuals
nat authorized o view the informstion). 0 Complaints

If & was affirmative. above, the COMPENY wanld biave provided surmmary of all
cuslomer complaints received in the past year concerning ihe unauthorized
release of ﬁp‘i‘«i‘

The mrﬂpar*g & awsars of Tmplemenizstion of the Telgoom murn;aimrs Act of
1985 Telecommunications Carders” Use of Cusiomer Propristary Network
information and Other Customes irformation; IP-Enabled Services, OF Docket,!
No. 96-115; WC Docket No. §4-36, Report and Order and Further Notice of
Fropesed Rulemeking, 22 FOC Red 8227 {20071EPIC CRN? Drti“%r 1o Ses &7
LB.C. 8 222"

The company underﬁmnds “47 C.F.R. 5: 64.200%(e) in that it states:

(1. "Atelecormuricalions carmier st have an officer, as an agert of the
carrier, sign and file with the Commission a compliznce certificate on an
annual basis.

(2 .' Tﬂnt the oﬁ‘rw st nxaie in ﬁ*% ﬂerlaf nathon ﬁﬁat he o she has ﬁﬂf&ﬂﬁﬁ%
kmowledge that the company has establisked apersting procedures that
are adequats o ensure compliance with the nides in this subpar.

(3. That the carier must provide a sialement :am-}mpfmg;mq the cartification
- rﬁﬁirﬂiﬁ:mr o how its oparating procodures ensure that /s or is notin
migfiancs with the mles iy this subpart,

{4).  Th=tthe carder mustinclude an explanation of any actions taken mﬂm[ﬁﬁt
data brokers and 8 summary of all custamer complaints received in the
past vear conceming the unauthorzed reiozse of CF’N:..

{5,  That “hm fiing must be made aripuatly with the Enforcement Bureay on or
before Marckh 1ir ER ﬁﬂmkﬁ’“l‘}'ﬁ; 0E-36. for data periairing to the previnys
calendar year" » o -
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Attached Accompanying Statement

The foliowing are the measwres pul In place by the camisr (hersin reforred 4o as
“the company”) to protect CPNI from pretexting. The company understands that
the three common types of “pretexiing” are Identity theft, selling personz! data
for profit without suthorization by the owner of using some other method
for snooping for information whose release wes not authorized by the
owner of the information,

L Pretexting vis idorify theft

(R ldentify thefl via theft of physical hardware containing TPNI Deta
Guarding Measures:
The company il izas physical security such as locks s security
survelliance to protect physical hardware and fimits physical acoess
to suthavized persornsl. Also, certain portabie hardware sueh as
lapiops have secyurity foatures that g:amvéda agdditionat semiﬁ-’ﬁj.

{2).  Identfyt wﬁ viz hacking/virtual mfm%mn of systems that camy E"’*F‘Ni
Guarding Measures: |

The company utifizes sesurity software to delect and prevent

unauthorized aocess viz hacking and other virtual methods.

fi. Pretexting via some other methed for snooping for information whose
melease was not avthorized by the owner
(AL Snooping via sociat ﬁmama&rmgf m«persmnamr*ﬁalge ndantma,,amn
‘ Guarding Measures:
The company's customer sorvice personng (the individuals most
likely fo be the targets of social ﬂﬂgrwmerm g} have specific policies
that they must Tollow ta idertify that they are in contact with the
owmnar of the CPN! data prior i discussing or revealing SPME,

{B). $nm=p:iing by personnod not authorized io aoooss data
Guarding Measures:
The company limiis access of CPNI to authorized personnst only.

s
o

Pretexting oy selling TPN! for profi without authorization by the owner
(A5 Saf lsm CPN! data by the compary with olber ar:rmgame«&.
Guarding Measures: |
The company does not share TPMI date with ofher companias for
mizrkeling end profit purposes.

(B Sharing {"F‘ME data for prafitmarkeling purposses by the company
with sister comparics, subszidiarios, parert companies or joint
venre gntlies

Suarding Measures:

See page 4 to & for details (items 1t 18)
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Astached Accompanying Staterment

The following lems {1) o {18} are how the sormpany guards CPNI against
pretexting in the form of ﬂeﬂ rg CPNE for profil or marketing purpeses by the
company to is sisler companies, subsidianes, parent companies of joint venture
entifies but without authorization by the owner. In the event that the company
was 1o sell or share TPNI with s affiliated entifies for mam@f“m or proft
purposes, it wooh! shictly ahide by the Tollowirg policles in tamgﬁi"amé with FCL
ruies as outlined in section 222 of the. Communications Act of 183

A7 U8 C PR T CFR. 5642001 (o ﬁ»ﬂ 2011 efseq.)

How The Company Somp l&aﬂtﬁi A7 CF.R. 8 642001 -84 2011 et seg,
{11,  The company doss mt enable use, dasax;]raum of permil Bccess o)
CEMi for any markeling purpases 1o any persons, entities parlies
outsice of the company withou! the specilic consent of the customear that
cams the CPNI | data. :

!
{2 i the company wishes to share PN with any subsidiaries o
' parcat companies of the company and the customer only subscribes to
only 1 category of senvice offerad by the company, the company
will secure the congent of the customer prier to sharing that CPNI data
- with subsidiaries or parent comparnies of the company.

{3} tnmost cases, the company will go 8 step above and try to securs the
censant of the customer fo share CENI data with subsigiaries and parent
companies of the company. tegardless of whether custormer aua&rr#b&s T
1 or mare thar 1 %’p{: of service offered by the compamy,

(4. The company will not uirrzem diselose or permit acosss to CPNI
data to tdentify or rack ruﬁmmc&m that call “*".t%“‘“lrf‘*'fil“t} gsorvice providers.

(5). i the company requires custormer consent for ulifizing, disclosing or
permitting acesss o CPNI data, the company will obitain consert through -
written, oral of elecironic methods,

{63,  The EUFTITJFTW unterstands that carrers that rely on oral approval
stzall bear the Durden of proving that such approval has beer given in
compliaroe wiltk the Commission's rules.

(73 Thecompany has & policy in which ary cusiomer apsprwais abtained for

the: yse. disclosing or Wilzation of CPNI date will remsin in offect unitll the
customas revokes or limits such approvet or c‘ﬂ*-: approval

T
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Eﬁ&ﬁ:ﬁéﬁfﬁ.i‘;ﬂﬁm&gﬁﬁnﬁﬁtﬁl%&ﬂf

For ali Opt-0ut and QOpt-in Approval Processes utllized by the
Company in which the CPNI data is used for markeling communications
ralated services {o that customer, the company Wil make that customer’s
dats irdie sdually identifiable to the customer and siate the specific
roarkating purpose that CPM would be ulilized,

Pricr o ary solcdtation of the customer for approval, the _
company provides notification to the customer of the customer's fights o
restrict to wse of disciosurs of, ard sceess 16 that customer's TPN]

The company maimains records of notification. whather oral, written or
glectroric, for al laast one year. The company provides individual notices
to customers when soliciling zpproval to use, disciose or permit access io

' nwsmmeﬁs CPNL

1

by wsm where e company requests TPN! release recussts from

the customaer, the company includes the Tollowing Inits "Co nse it

of Notice”

f - Sufficlent information to enable the customer 1o make an
mformed decision as o whelher to paemit the company to use,
disclose o permit ancoss 1o, the cusiomer's CPNE,

B Staternan declaring that the customer has a right, and that the

mmi:san'f has the duty, under foderal law, b protoct the
reidantiality of CPNI

ii. Specific stetement on that the iypes of informabon that
constitute TPNI {as defined iy 64.2001} and the specific
endities hat will receive the CPNE, desoribing the purposes for
wirich CPN will e used, and inform the customer of his ar her right
) utﬁapwmm those uses, and deny or withdraw access o GPMI At
s'.af"i}! fifree.

W, Statement adwsw: the custormer of the pr&cg&e steps the

customer must taks in order to grant o deny accnss to CPNI, and
clear staternent that a denis of approval will not affect the provision
of ary services o which the customer subseribes. The nernpany
also prosides a brief statement, i clear and noutral | ANQUAge,
describing conseguences disectly resulling from the lack of access
to CPNE The ecrmpary’s nolification will be mmmehanﬁms& #nd mest
be risteading.
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(12).

{13

Attached Accompanying Statement

"Consent of Notice™ {continusd from page 4...)
V. Incases where the company utifizes written notification,
the nolice will be desr, legible, sufficiently large fype and be placed
in an srea 52 as to be readily apparent o a cugiomer. .

¥l Inlhe svent that the notification is to be transiated into anather
larguage, then il portions of the company's notiication will b
translated into that lenguage. ‘

¥IH. The comparny will net include in the notification any staternent
attermpling o encourage & customer 10 freeze third-party access 3o
CPNL

X, The nolification will state that any approval, or denial of agproval for
the see of CPNT pulside of the senvice to which the cusiomer
already subscrites from the company is valid unt the costomer
affirmathvely revokes or imits such approval or denial.

X. The r:ﬁjm;:;;szy"s solicitation for approval will state the customer's
CPNL rights (defined in 47 C.F.R. 5: 64.2001 to 64.2011 ef seq.).

All of the company’s notices specifc to Opt-Out option will be provided
via electronic or written notification. The comparty wilt nol utilize peurshy
rwal notification,

The company must wait a minimum of 30 days after giving customer
natice and an opporunity (o opt-oul before assuming customer approval |
to use, disclase, or permit accoss to CPMIL The company may, inits
diseretion, provide for a longsr pertod for notification and opporiunity for
opt-out option. The comparny does notify customers s to the applicabls

- waiting period for resporse before approva is agsumed, The company

{14

also abides by the following as far as minimam wailing period.

L, ir cases where the company wilizes electronic notification, the
Company's walting period beging to rue from the date that the
natification was malled. -

H. izt Ihe case of notification by mail, the walling period shall begin 1o
un o the third day Tollowing the date that the notification was
adted. ' |

The company's optrout mechanism will prowvide notices o the cusamer
aYaEry o vesErs, '
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Altached Accompanying Statement

The mr‘ﬁpar*y“ e-mialt based optout notices will comply with the foliowing

requirements in addition to the rEUiTements o r’*er‘aerdﬂ applicable o

ﬂmn" CRHON:

i The vompany will oblsin sxpress, verifishie, ;ymr spproval from
the cusiomer io send mfims vig g-mel regarding their servics in
geheral, or CPNI in particutar,

H, Tha company will allow customers to reply directly fo e-mails
Caontaining CPNI nolices in order to opt-cut.

. Cipt-oist e-mail nofices returmed (o the company as undelivershle
mwst be sant to the customer v another form before the company
Ty consider the customer to have received notice,

W, Carlers that use e-mail io send CPHI polices must ensure that the
subject ine of the message gearly and. m,c“um‘ﬂgf identfies the )

subject matier of the e-mail.

W, Tetecommunications camiers must make available io overy
custamer 2 method to opt-out that is of no additional cost to the
customer ard that is avallable 24 hours & day, severn days a wesk.
Carriers may satisly this requlrement through a combination of
methods, sa lang as all custamers bave the ahifity to opt-owt at no
costand are ablz fo offectuate that choloe whenever they chaose.

i terrns of the company's Opt-in method. the mmp&my will provide
rotification ¥ obtzin opt-in appravat through arsl, written or electronic
methods, with all such methods complving with applicable | items lisbod
peior in this altachment.

in One-Time Use of CPNL, the customer regognizes that # may use
orat nolices o obiain imited, one-time use of SPHI for inbound and
cutbourd customer telephong contacts for the durstion of (he call,
recardiess of whether the company use opt-out or opi-in approva)
basers on the naturs of the contact, Howewver, the compan y il ot
ulilize orgd consent and as such, will uiilize sither writton or eleciranic
notification and consent methods, '
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Attached Accompanying Statement

The compary will ensure that il notifications will comphy with the
requiremonts listed gbove bt recognizes that under FCC TPNI nulss
enable the eampany lo amill any of the following notice provisions i riot
relevant to the imitad use for which ihe company seeks CEN

1

i,

" Under the spplicable FCT CPNI rules, The COMpaEny Tecagnize
that i will not need te advise customers that if they ﬂg:*@i:é-ﬁui
previcusly, no action is needad tnma mt‘hr* the mpmw efectiion.

The company also recogrizes that it need not advise customers
at they may share CPNI with the affiliates or third paries and
meed rot rame those entiies, if the mited CPNE usage will not
resull in 1:15& by, of disclosufe 1o, an afifiate or third party;

The compary rﬂf‘ﬁ:rgri 23 ihal i peed not disclose the means by
which & customear can deny or withdraw future access to cPnd,

& bong e the company explaing io qustamers that the scope of

the approval the carer soeks s hmﬁe@ 0 one-tims use.

The mmaa ry recogntzes that it Fray ol disclosure ﬂ«f lhe
precise steps a customer must take in order to grant or demy
aroess i PN a5 long as the company slearly commuricates
that the sustomer can deny access to his CPNI for the call.

— i

I,






